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EMC

Challenges of eDiscovery: Are You Prepared? where nformaion lves

The U.S. Federal Rules of Civil Procedure (FRCP) specify that “electronically
stored information” (ESI) is a formal category of discoverable information

ESl is subject to production, and the management of ESI impacts eDiscovery costs and risks
There is a need to understand the “sources” of ESI
The word “preserving” appears in the rules for the first time

There will be an early “meet and confer”

Yet...

“Less than 20 percent of companies claim to be well prepared for eDiscovery issues” !

‘47 percent of those surveyed say they’re only ‘somewhat confident’ that they could meet
eDiscovery requests, while 10 percent are not at all confident” [?!

63 percent of respondents have been asked to perform a legal or compliance request—

up from 57 percent one year ago” I°! ~

The average cost of a single eDiscovery case is $1.5 million [“

1 eDiscovery Best Practices, Forrester Research, September 24, 2007
2 Storage Magazine, November 2007

S Storage Magazine, November 2007

4 Gartner Research, October 12, 2006
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eDiscovery: It's About Effective Information Policy EMC

M an ag e m e nt where information lives*

Effective information policy management for good corporate governance

— Properly discover, classify, and manage all information according to business value
and risk

— Make appropriate decisions before litigation about the retention, deletion, and security
of unstructured information

— Comply with corporate policy and regulations by knowing exactly what information is
stored and where

Enables a quick and cost-effective response to discovery requests

— Crawl and classify active data on your network servers, storage systems, and
personal computers without disrupting your end users

— Begin to analyze active data in hours or days versus weeks or months
— Improve your ability to cull down potentially responsive information
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EMC

Electronic Discovery Reference Model (EDRM) where nformaion lves

The Industry Model for Electronic Discovery

Technology can transform the traditional eDiscovery process
— Analysis can begin soon after solution is installed
— Two main steps to an effective eDiscovery process

Step 1 Step 2
Reduce the Reduce cost and improve the quality/ _
amount of auditability of eDiscovery =P Processing
retained data
‘ Preservation I— 1 |
Information e
Management ‘-" (e TiEe ‘ lt ) Review ‘ Production |—>‘ Presentation ‘
T ‘r 2 I A ﬂ‘
Collection I |
| - Analysis

TASK-SPECIFIC INTELLIGENCE
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An eDiscovery Request: EMC

A Repeatable Business Process I

Common Subprocesses

é Y
Notice Percentage of discovery costs when proceedings

\ J or investigations involve the discovery of ESI:*

v
é N

: 0 Costs associated with document collection
Collection 28 /0 from inaccessible locations

A y

v

Cost of holding massive volumes

Hold 20% Unanticipated legal risk
Spoliation risk
4 l N

Inspect/Review 35% :(Z)orsetv?érvc\alctly related to number of documents
A\ y
v
é Y
Cost of delivering ESI to various recipients on
Produce 17% various media (e.g., CD, DVD, or paper)
N V.

* Source: Enterprise Strategy Group, 2007
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eDiscovery Challenges

EMC

where information lives*

A Reactive, Time-Consuming, and Costly Endeavor

-

] N N ) )
Business Challenges Cause Negative Impact
Difficulty collecting, Many companies are Identification, collection
preserving, and experiencing vastly and preservation of ESI,
producing unstructured expanding ESI sources is often reactive, time
Ei;{irgrr]rsl disparate Potentially responsive consuming, and costly
ESI not locked down and Failure to implement
Live, unmanaged, and placed on “legal hold” in “legal hold” for litigation
unstructured data can be immutable storage events can result in
altered and deleted after ST severe fines
“ 5 o Limited in-house
duty to preserve” exists de-duplication and High eDiscovery service
Massive amount of pre-review capabilities provider fees associated
potentially responsive with content review
ESI sent for legal review
Collect and Hold Expanding ESI Cost and Risk
J U J y,

© Copyright 2008 EMC Corporation. All rights reserved.




What Customers are Looking For

EMC

where information lives*

Business Needs
Efficiency

— Reduce costs with more efficient in-
house data collection and preservation

Speed to resolution

— Improve analysis and speed to
resolution with faster preservation and
processing

Downstream savings

— Create downstream savings by sending
less content to outside counsel

Reduced risk

— Improve ability to implement and
manage litigation holds on ESI in active
systems

© Copyright 2008 EMC Corporation. All rights reserved.

Technical Needs

Automation

— Reduce administration and overhead
of disjointed eDiscovery tools

Integration

— Centralize collection from file, e-mail,
and content management systems

Control

— Gain control of unmanaged and
potentially responsive data in a
secured infrastructure

Visibility
— Run sophisticated queries and out-of-

the-box reports across unstructured
data sources



EMC

EMC Solution for eDiscovery Collection where information lives

The EMC Solution for eDiscovery Collection automates the
In-house collection and hold of unstructured content across
live data sources

Transparent indexing and collection appliance
— Deployed very quickly
— Integrated into the EMC infrastructure

Enables corporate Legal and IT teams to:

— Proactively discover, classify, manage, and preserve information according to
business value and risk

— Respond rapidly and efficiently to litigation, investigation, or compliance requirements
— Contain the costs of electronic discovery while mitigating organizational risk
— Employ lab-tested, defensible technology and eDiscovery best practices
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Solution Components

EMC

where information lives®

EMC Centera Governance Edition storage:
Optimized to manage the retention and disposition
of content stored by applications for internal
governance and regulatory requirements

— Immutable platform [write once, ready many (WORM)
compatible]

— Content authenticity and integrity guaranteed
— Retention and disposition management capabilities
— Litigation hold

StoredlQ 4.5 appliance
EMC Consulting Services

© Copyright 2008 EMC Corporation. All rights reserved.

Integrations

E-Mail Systems:
Microsoft Exchange

File Systems:
Desktops
Laptops
CIFS Fileshares
NFS Fileshares

Content Management
Systems:
EMC Documentum
Microsoft SharePoint




EMC

SOIUtlon Capabllltles where information lives®

Provide for Greater Litigation Readiness: StoredlQ and EMC Centera

Begin to analyze active data in hours or days [ _ | b
versus weeks or months

Automatic creation of load files supporting a
variety of formats, including Lexis/Nexis
Concordance

Act on individual files within containers such as
PST, OST, NSF, ZIP, TAR, RAR, MSG, and
EML files

Advanced de-duplication capabilities

Recognize and process more than 300 different
file types in their native format

: _ Legal Hold Production
Enable forensically sound and defensible Datasets Sets

eDiscovery processes - /

© Copyright 2008 EMC Corporation. All rights reserved. 10



EMC

EMC Solution for eDiscovery Collection: Data Flow — hereifomason ives

J/ = Desktops
\ % (@ Exchange Server
(- - EMC Documentum
. Microsoft
SharePoint
Step 1 > Step2 > Step3 > Stepd > Step5

9

Stored

Knowledge workers create The solution Investigative Relevant ESI Investigator culls
electronically stored information indexes users search is secured and through held data
(ESI) on data sources as usual; this  (harvests) the ESI theindexesto placed on and generates
solution requires no changes to on the data determine legal hold on production sets
data creation processes and no sources to gather what ESl is immutable for usein legal
agents to be deployed on data intelligence about relevant storage review by outside
sources the stored data counsel or hosted

review vendor
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EMC

Representative Validated Reference Architecture where information ives

Architecture to Support up to 20 TB of Managed Storage

:  Windows l SharePoint Documentum 5.x Exchange CIFS File Share NFS
Workstatlons '2003 lerary Docbase 2003 Server NAS or Windows Fileshare

Primary Gigabit Ethernet
network and/or
backup network

WAN link

StoredIQ 4.5 Directory Server
............................... _—— de cl ' Active Directory Network
: 0 ': S-node cluster Information Service
il | =
1 1 ;
l I EMC Centera N\
‘1 i I Governance Edition— - -
- i1 CIFSFile Generation 4 e
: Windows i1 Share NAS | o
: Workstations : 1 or Windows | EMC Centera 4-node
.................................... or 8-node
a1 |
I Proactively or reactively Indexed sources : EMC Centera Universal
P A Access as a hode
Reactively Indexed sources g J
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EMC Solution for eDiscovery Collection: EMC

P ro C e S S F | OW where information lives®

© Awareness

® Early Case Assessment
© Preservation

© Data Topology Reporting
© Meet and Confer

® Review Preparation
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EMC Solution for eDiscovery Collection: 2

P ro C e S S F | OW where information lives®

Data Source View ==

data explorers

volumes ¥ owners classifications sizeanddates v | categories and types ¥

Primary volumes

ar I y C aS e / \SS e S S I I I e nt By number of data objects Volume distribution by number of data objects

[ | gotsvrannex 418 3472% 150.11 KB 60.98MB | 27.32%
- - I | qat:bigdfietypes | 244 20.37% 1764 KB 420 MB 1.88%
M | dpfsvriood 299 2496% 95.07 KB 27.76 MB 12.44%

View all volumes

and associated data sources i

— Review data corresponding to e
Custodians from identified data Custodian View
sources

volumes ¥ owmners classifications size and dates ¥

— Identify the scope and amount of

By # of data objects Owner distribution by number of data objects

categories and lypes v

data to be collected and preserved

[ | BULTIM\Administrators | 455 35.35% 8517 KB 422018 18.18%
W | STOREDIGVharkrider 187 14.83% B76.85 KB 12387 MB | 53.07%
M | oFwW2Kipdavola 1z 87% 271.18 KB 208818 | 12.74%
| A E] 692% 110.25 KB 9.59 M8 412%
[ | oPFsVRyebberts 28 203% 18.19 KB BI1E0KB | 0.26%
O | oPFsVRbmarx. 35 2.72% 19.47 KB B81.61KB | 0.20%
W | DPFEVR\PDavols a2 2.40% 138.28 KB 423 1B 1.82%
W | oPFSVRIALayne 1.79% 187,58 KB 384MB 1.82%
[ | opFsVRiEStener 179% 21,43 K8 722.00KB | 0.3%

[ | oPFSVRWHThibedieux | 21 183% 27.00 KB S57.00KB | 0.24%
I | Remaining owners 271 21.08% 85,80 KB 17.41 MB 7.48%

data explorers

volumes v owners classifications sizeanddates v | categories and types w
Category
% of Total Size by Category

= 3 0.23% 416 MB 1247TMB | 5.35%
L) 23 1.79% 749.48 KB 16.83MB | 7.23%
L] 154 15.07% 01416 TEOMB | 327%
= s 0.39% 253 M8 1267TMB | 544%
| Svstem files 5 0.39% 86.66 KB 432.22KB | 0.18%
O | Muttimedia 1 0.85% 55218 BOTEMB | 26.1%
] sf;;f::;mg 0 0.0% 0bytes obytes | 0.0%
B | word processing | 218 T117% 12139 K8 1000418 | s6.83%
[H | Presentation 127 9.67% 98,20 KB 1218M8 | 523%
1| Email 2 0.23% 290.50 KB 871.50KB | 0.37%
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EMC Solution for eDiscovery Collection: EMC

P ro C e S S F | OW where information lives®

(2] Ear|y Case Assessment |[moooae 1. Attribute Categories and amples

(continued) Dt abject property A atibute
. <=1 Digital signature # Accessed date
Query-baSEd anaIyS|S =1 Email a Container path
. H =1 ePHI & Created date
— Based on attributes <)Processing 2 Extension
and/or full text <1 Query tag # Group
_ |dent|fy a” re|evant ==l Retention server a Modified date

Custodians and <=1 ShareFoint el 2 Attribute Evaluation

<=1 Standard content attributes ST

ian-
Custodian-relevant data [ Systom metadaia
In Shared data‘ Ioca‘tlons =l User-defined attributes User-defined attribute: GB - Contract Declarations z‘i:i?;:z:i:ng P I
= Operator: + When entering numbers
Value: times RN R

no decimal points.
* In the between’ case, make
sure the first number is

less than the second.

3. Boolean-Based Attribute Expressions

expression editor
Use the parentheses to express relationships between the condition sets.

G ronmio oaer () rca pasecnas

Contract Lang _ Contract

© Copyright 2008 EMC Corporation. All rights reserved. 15



EMC Solution for eDiscovery Collection: EMC

P ro C e S S F | OW where information lives®

® Early Case Assessment _
(continued) ST SIS, i s

Set1 And Set3

Use e-mail attributes to —
reconstruct threads _

All data objects.

Find only data objects that match: | Any of the following

Use the deep attribUte Category Attribute Value Applies to
and content query el T s gttt R

. . . . Email To is Doug Fierro Single data objects  Edit - Remove
functionality to identify Dene s condn: I i
It Browse e
. Category # Received dat Lo
relevant Custod IanS and <=1 Classification & Rzzz:::d r:preeaemmg
. <=1 Data object property # Reply message ID
Custodian-relevant data || oo
<=1 Email # Reply requested
in shared data locations amen P on
=Q 1 & Sent d
@Stuaenr:a:jg:nntem attributes & Sz:i r:;reesemmg
<= Syst tadat ' j
@Ui:r—edn;ﬁ::daa:r:mtes s f:blea L4
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EMC Solution for eDiscovery Collection: 2

P ro C e S S F | OW where information lives

attribute search results

® Early Case Assessment — e —————

- O () | adpko3pot 2008-02-28 16:37:30 2006-07-24 13:02:48 DFW2K\Administrator 64.44 KB
(C O n tl n u e d) O /&) | for and by big oilpdf 2008-02-28 16:38:06. 2006-07-24 13:14:22 DFW2K\Administrator 638.52 KB
O & Astributess ppt users/\VVukovic 2008-03-06 16:06°58 2005-01-03 08:36:34. $-1-6-21-1220945662-1123561945-1._. 28.50 KB
O /4)  mthwacker Stock Option Agreement.doc users/MThwacker 2008-03-06 16:07:10 2007-01-18 22:12:50 DFW2K\mthwacker 40.50 KB
C I I t H / t H O /&)  Niondoc users/RNixon 2008-03-06 16:07:04 2007-08-06 14:44:38 $-1-5-21-1220945662-1123561945-1... 40.50 KB
O e C I O n p re S e rva I 0 n O ) s Option Agreementdoc users/stock options 2008-03-06 16:07:02 2007-01-18 22:14:10 STOREDIQuharkrider 4050 KB
O &)  ws Agreement do users/VVukovic 2008-03-06 16:07-00 2007-08-06 14:41:22 5-1-5-21-1220945662-1123561945-1... 40.50 KB

tagging

Volume:  dpfsvr : annex H
. i etadata View
Veri our search results 7
y /‘ s_Option_~
through review of the
Type: Microsoft Word Volume type: CIFS Accessed date: 2008-03-13 12:46:50
Size: 40.50 KB Volume: dpfsir - annex Modified date: 2007-01-18 22.14:10
Owner: STOREDIQ\har System path: users/stock options Created date: 200 20 09:06:30
Group: NA
- Attributes
e-maill/aocument content o
matter03109 shares wi2 50000 GB - Form Blank L AppName G
NINDEX (stock wi2 option) AND g Dates Author
processing 03109 GB -EE Rating Terms ByteCount
First names (HC) © Charcount
6B - Contract TOC CodePage
Companies Create DTM
6B - EE Org Tems - EdiTme -
entities s_Option_Agreement.doc
Entities found for: < Previous page | First page | 1| Last page | Next page >  Data objsct propeii
A st Form 6.5 &
Content attributes | INCENTIVE STOCK OPTION AGREEMENT
Explanatory Note: The following form is an agreement between the company and its optionee pursuant to which incentive stock options are granted
[COMPANY]
ion (7 INCENTIVE STOCK OPTION AGREEMENT
'UNDER THE 199- STOCK OPTION PLAN
p—r THIS AGREEMENT is made as of . 199-, between Aquarius a Nevada_ corporation (the "Company”), and Sykes (the "Optionec”).
stock options (1) THE PARTIES AGREE AS FOLLOWS:
1. Option Grant. The Company hereby grants to the Optionee an option (the "Option") to purchase the mumber of shares of the Company's common stock (the "Shares"), for an e
Data object properties "Option Price") and based upon a Grant Date, all as set forth below:
=
e
[runccom A era
The Option will be subject to all of the terms and conditions set forth herein and in the Company's 199~ Stock Option Plan (the "Option Plan"), a copy of which s attached hereto
The Option granted hereunder wil be an incentive stock option within the meaning of Section 422 of the Internal Revenue Code of 1986, as amended
“ 2. Stockholder Rights. No rights or privileges of a stockholder in the Company are conferred by reason of the granting of the Option. Optionee will not become a stockholder in t
= Shares unless and until the Option has been proverty exercised and the Ovtion Price fullv paid as to the portion of the Ontion exercised a
[+ Reviumper The nuarfinc horshs have entarad info thic A arasmant 2c of the date cat farth ahms L
FTTEE— |
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EMC Solution for eDiscovery Collection: EMC

P ro C e S S F | OW where information lives®

Set Litigation Hold

® Preservation

add to litigation hold policy editor

Simple “one-click” process

Chain of custody and
authenticity preserved

add te litigation held pelicy cptions

No alteration of metadata

|~ —woir— i —oemcei—]

Original, full-object path
information is properly
maintained

<L _Srorecadioa.

EMC Centera

WORM Storage
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EMC Solution for eDiscovery Collection: EMC

P ro C e S S F | OW where information lives®

classification overview

® Data Topology Reporting

Preservation Data
Topology Map/Reports

Create data topology for
potentially responsive data
with full analytic reporting

StoredIlQ

Data topology map

Data objects on harvested volumes

6 Meet and Confer M riatching: 230 data ohjects (0.52%)

I Hon-matching: 43,899 data objects (99.48%)

Classification: Preservation 03109

Generated: 2007-12-02 05:29 PM

In preparation for the Total: 44 129 data objects (100.0% )
“meet and confer,”
generate data topology Locations surveyed for this report
maps and query reports | | | | sizeor |
for all data under Vou By owner
preservation 192, I P
192 Owner
B suLt BY category
— DFEW2) I I ! R
DEW2 | category By modified date
Container file | [
IE"‘a“ Modfieddate By accessed date
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EMC

EMC Solution for eDiscovery Collection where nformation ives

Process Flow

@ Review Preparation PDF and XML Audit Trail Custodian Level or

Global De-duplication
Generate a review | Production Level

load file of all

responsive items
negotiated in the
meet and confer

v

De-duplication

Container file
capabilities

Automatic prefixing

Automated rolling
productions

© Copyright 2008 EMC Corporation. All rights reserved. 20



EMC

EMC Select Partner Program wherenformation s

StoredlQ: An EMC Select Partner

Program extends EMC'’s end-to-end eDiscovery
offering via complementary third-party portfolio

EMC Select products are qualified for
interoperability with EMC technology

— EMC E-Lab tested where applicable

EMC Select vendors deliver service and support

— Vendors sign joint Customer Support Agreements with
EMC for joint escalation and efficient resolution of
problems

EMC’s one source for end-to-end
information infrastructure solutions

EMC’

& Stored

SELECT
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Expense versus Investment: EMC’

Complementary EMC Products where informatonfves

For Proactive Information Management

EMC Documentum ( Proactive Approach \

— Records Management to Information Management*

— Retention Policy Services )

— Information Rights Management
— Secure Collaboration Cost per

EMC EmailXtender case

— Stores electronic communications

in a centralized archive >
Number of Cases

— Allows you to quickly find and N J
retrieve relevant messages

eDiscovery is often cited as the primary motivator behind
iInvestments in the records and information infrastructure category

*Source: IDC “Worldwide Compliance Infrastructure 2007-2011 Forecast: Compliant Information Infrastructure, Data Privacy, and IT Risk and
Compliance Management Underpin Spending”
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EMC:

where information lives®



